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PL 99-508 (HR 4952)
Cct ober 21, 1986

An Act to anmend title 18, United States Code, with respect to the interception of
certain comunications, other fornms of surveillance, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States
of America in Congress assenbl ed,

SECTION 1. "18 USC 2510 note" SHORT TI TLE.

This Act may be cited as the "El ectronic Conmuni cations Privacy Act of 1986".
TITLE | -- | NTERCEPTI ON OF COVMUNI CATI ONS AND RELATED MATTERS

SEC. 101. FEDERAL PENALTIES FOR THE | NTERCEPTI ON OF COMVUNI CATI ONS.

(a) DEFINITIONS. -- (1) Section 2510(1) of title 18, United States Code, is
anended - -

(A) by striking out "any communication" and inserting "any aural transfer"” in
lieu thereof;

(B) by inserting "(including the use of such connection in a switching station)"”
after "reception”.

(G by striking out "as a comon carrier” and

(D) by inserting before the semcolon at the end the followi ng "or communications
affecting interstate or foreign conmerce and such termincludes any el ectronic
storage of such conmunication, but such term does not include the radio portion of
a cordless tel ephone communi cation that is transnmitted between the cordl ess
t el ephone handset and the base unit".

(2) Section 2510(2) of title 18, United States Code, is amended by inserting

before the senmi colon at the end the followi ng: ", but such term does not include
any el ectroni c comrmuni cation".

(3) Section 2510(4) of title 18, United States Code, is anmended --

(A) by inserting "or other" after "aural"; and
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(B) by inserting ", electronic,

after "wire".

(4) Section 2510(5) of title 18, United States Code, is anmended in cl ause
(a)(i) by inserting before the sem colon the follow ng: "or furnished by such
subscri ber or user for connection to the facilities of such service and used in the
ordi nary course of its business".

(5) Section 2510(8) of title 18, United States Code, is anended by striking out
"identity of the parties to such comruni cation or the existence,".

(6) Section 2510 of title 18, United States Code, is anmended --
(A) by striking out "and" at the end of paragraph (10);

(B) by striking out the period at the end of paragraph (11) and inserting a
sem colon in lieu thereof; and

(C) by adding at the end the follow ng:

"(12) 'electronic comrunication' nmeans any transfer of signs, signals, witing,
i mages, sounds, data, or intelligence of any nature transmitted in whole or in part
by a wire, radio, electromagnetic, photoelectronic or photooptical systemthat
affects interstate or foreign comrerce, but does not include --

"(A) the radio portion of a cordless tel ephone conmunication that is transnitted
bet ween the cordl ess tel ephone handset and the base unit;

"(B) any wire or oral communication
"(C) any conmmuni cati on made t hrough a tone-only pagi ng device; or

"(D) any communication froma tracking device (as defined in section 3117 of this
title); "18 USC 3117"

"(13) 'wuser' neans any person or entity who --
"(A) uses an electronic comunication service; and
"(B) is duly authorized by the provider of such service to engage in such use;
"(14) 'electronic communi cations systeml neans any wire, radio, electromgnetic,
phot oopti cal or photoelectronic facilities for the transm ssion of electronic
communi cations, and any conputer facilities or related electronic equi pment for the

el ectronic storage of such comunicati ons;

"(15) 'electronic conmmunication service' neans any service which provides to
users thereof the ability to send or receive wire or el ectronic comunications;

"(16) 'readily accessible to the general public' nmeans, with respect to a radio
communi cation, that such comunication is not --

"(A) scranbled or encrypted;
"(B) transmitted using nodul ati on techni ques whose essential paranmeters have been
withheld fromthe public with the intention of preserving the privacy of such

communi cati on;
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"(C) carried on a subcarrier or other signal subsidiary to a radio transm ssion

"(D) transmitted over a conmunication system provided by a common carrier, unless
the communi cation is a tone only pagi ng system comuni cation; or

"(E) transmitted on frequencies allocated under part 25, subpart D, E, or F of
part 74, or part 94 of the Rules of the Federal Communi cati ons Conm ssion, unless,
in the case of a conmunication transnmitted on a frequency allocated under part 74
that is not exclusively allocated to broadcast auxiliary services, the
comunication is a two-way voice comruni cati on by radio;

"(17) 'electronic storage' nmeans --

"(A) any tenporary, internediate storage of a wire or electronic communication
incidental to the electronic transmi ssion thereof; and

"(B) any storage of such comunication by an el ectronic comruni cation service for
pur poses of backup protection of such conmunication; and

"(18) 'aural transfer' neans a transfer containing the human voice at any point
between and including the point of origin and the point of reception.".

(b) EXCEPTI ONS W TH RESPECT TO ELECTRONI C COMMUNI CATI ONS. - -
(1) Section 2511(2)(a)(ii) of title 18, United States Code, is anended --

(A) by striking out "violation of this subparagraph by a comruni cati on common
carrier or an officer, enployee, or agent thereof" and inserting in |lieu thereof
"such disclosure”;

(B) by striking out "the carrier” and inserting in lieu thereof "such person”;
and

(C) by striking out "an order or certification under this subparagraph" and
inserting in lieu thereof "a court order or certification under this chapter".

(2) Section 2511(2)(d) of title 18, United States Code, is anmended by striking
out "or for the purpose of committing any other injurious act”.

(3) Section 2511(2)(f) of title 18, United States Code, is anmended --

(A) by inserting "or chapter 121" after "this chapter"; and

(B) by striking out "by" the second place it appears and inserting in lieu

thereof ", or foreign intelligence activities conducted in accordance with
ot herwi se applicable Federal law involving a foreign electronic comrunications
system wutilizing".

(4) Section 2511(2) of title 18, United States Code, is anmended by adding at the
end the foll ow ng:

"(g) It shall not be unlawful under this chapter or chapter 121 of this title for
any person --

"(i) to intercept or access an el ectronic conmunicati on made through an
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el ectroni c communi cation systemthat is configured so that such el ectronic
comunication is readily accessible to the general public;

"(ii) to intercept any radi o conmunication which is transnmitted --

"(l1) by any station for the use of the general public, or that relates to ships,
aircraft, vehicles, or persons in distress;

“(11) by any governmental, |aw enforcenment, civil defense, private |and nobile,
or public safety comuni cations system including police and fire, readily
accessible to the general public;

"(1l1l') by a station operating on an authorized frequency within the bands
allocated to the amateur, citizens band, or general npbile radio services; or

"(1V) by any marine or aeronautical communications system
"(iii) to engage in any conduct which --

"(1) is prohibited by section 633 of the Comruni cations Act of 1934; "47 USC
553" or

"(I'l) is excepted fromthe application of section 705(a) of the Commrunications
Act of 1934 by section 705(b) of that Act; "47 USC 605"

"(iv) to intercept any wire or electronic comunication the transm ssion of which
is causing harnful interference to any lawfully operating station or consuner
el ectroni c equi pment, to the extent necessary to identify the source of such
interference; or

"(v) for other users of the sane frequency to intercept any radi o comruni cation
made through a systemthat utilizes frequencies nonitored by individuals engaged in
the provision or the use of such system if such communication is not scranbled or
encrypted.

“(h) I't shall not be unlawful under this chapter --

"(i) to use a pen register or a trap and trace device (as those terns are defined
for the purposes of chapter 206 (relating to pen registers and trap and trace
devices) of this title); or

"(ii) for a provider of electronic communication service to record the fact that
a wire or electronic communication was initiated or conpleted in order to protect
such provi der, another provider furnishing service toward the conpletion of the
Wi re or electronic conmmunication, or a user of that service, from fraudul ent,
unl awf ul or abusive use of such service.".

(c) TECHNI CAL AND CONFORM NG AMENDMENTS. -- (1) Chapter 119 of title 18, United
States Code, "18 USC 2510 et seq." is anmended --

(A) in each of sections 2510(5), 2510(8), 2510(9)(b), 2510( 11), and 2511 through
2519 (except sections 2515, 2516(1) and 2518(10)), by striking out "wire or oral"
each place it appears (including in any section heading) and inserting "wire, oral
or electronic" in lieu thereof; and

(B) in section 2511(2)(b), by inserting "or electronic" after "wire".
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(2) The heading of chapter 119 of title 18, United States Code, is amended by
inserting "and el ectronic comruni cations" after "wire".

(3) The itemrelating to chapter 119 in the table of chapters at the beginning
of part | of title 18 of the United States Code is anmended by inserting "and
el ectroni ¢ communi cations" after "Wre".

(4) Section 2510(5)(a) of title 18, United States Code, is anended by striking
out "conmuni cations common carrier” and inserting "provider of wire or electronic
comuni cation service" in |lieu thereof.

(5) Section 2511(2)(a)(i) of title 18, United States Code, is amended --

(A) by striking out "any comuni cati on comon carrier" and inserting "a provider
of wire or electronic conmunication service" in lieu thereof;

(B) by striking out "of the carrier of such comunication" and inserting "of the
provi der of that service" in lieu thereof; and

(C by striking out ": Provided, That said comrunicati on conmon carriers" and

inserting ", except that a provider of wire comunication service to the public" in
lieu thereof.

(6) Section 2511(2)(a)(ii) of title 18, United States Code, is anended --

(A) by striking out "communi cation common carriers" and inserting "providers of
wire or electronic communication service" in lieu thereof;

(B) by striking out "comunication commn carrier” each place it appears and
inserting "provider of wire or electronic conmunication service" in lieu thereof;
and

(C) by striking out "if the conmon carrier"” and inserting "if such provider"” in
lieu thereof.

(7) Section 2512(2)(a) of title 18, United States Code, is amended --
(A) by striking out "a comunications common carrier” the first place it appears
and inserting "a provider of wire or electronic conmunication service" in lieu

t hereof; and

(B) by striking out "a communications common carrier" the second place it appears
and inserting "such a provider" in lieu thereof; and

(C) by striking out "comunications common carrier's business" and inserting
"busi ness of providing that wire or electronic comrunication service" in lieu
t her eof .

(8) Section 2518(4) of title 18, United States Code, is anmended --

(A) by striking out "communication common carrier" in both places it appears and
inserting "provider of wire or electronic conmunication service" in lieu thereof;
and

(B) by striking out "carrier"” and inserting in |lieu thereof "service provider".
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(d) PENALTIES MODI FI CATION. -- (1) Section 2511(1) of title 18, United States
Code, is anended by striking out "shall be" and all that follows through "or both"
and inserting in lieu thereof "shall be punished as provided in subsection (4) or
shall be subject to suit as provided in subsection (5)".

(2) Section 2511 of title 18, United States Code, is anmended by adding after the
mat eri al added by section 102 the foll ow ng:

"(4)(a) Except as provided in paragraph (b) of this subsection or in subsection
(5), whoever violates subsection (1) of this section shall be fined under this
title or inprisoned not nore than five years, or both.

"(b) If the offense is a first offense under paragraph (a) of this subsection and
is not for a tortious or illegal purpose or for purposes of direct or indirect
commerci al advantage or private conmercial gain, and the wire or electronic
comuni cation with respect to which the of fense under paragraph (a) is a radio
comuni cation that is not scranbled or encrypted, then --

"(i) if the comunication is not the radio portion of a cellular telephone
comuni cation, a public |land nobile radio service comunication or a paging service
conmuni cati on, and the conduct is not that described in subsection (5), the
of fender shall be fined under this title or inprisoned not nore than one year, or
bot h; and

"(ii) if the communication is the radio portion of a cellular telephone
comuni cation, a public |and nobile radio service comunication or a paging service
comuni cation, the offender shall be fined not nore than $500.

"(c) Conduct otherwi se an offense under this subsection that consists of or
relates to the interception of a satellite transm ssion that is not encrypted or
scranbled and that is transmtted --

"(i) to a broadcasting station for purposes of retransm ssion to the genera
public; or

"(ii) as an audio subcarrier intended for redistribution to facilities open to
the public, but not including data transm ssions or tel ephone calls,

is not an offense under this subsection unless the conduct is for the purposes of
direct or indirect commercial advantage or private financial gain.

"(5)(a)(i) If the communication is --

"(A) a private satellite video comunication that is not scranbled or encrypted
and the conduct in violation of this chapter is the private view ng of that
comuni cation and is not for a tortious or illegal purpose or for purposes of
direct or indirect commercial advantage or private conmercial gain; or

"(B) a radio communication that is transmtted on frequencies allocated under
subpart D of part 74 of the rules of the Federal Communications Conmi ssion that is
not scranbl ed or encrypted and the conduct in violation of this chapter is not for
a tortious or illegal purpose or for purposes of direct or indirect conmercia
advant age or private commercial gain
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then the person who engages in such conduct shall be subject to suit by the Federa
Government in a court of conpetent jurisdiction

"(ii) I'n an action under this subsection --

"(A) if the violation of this chapter is a first offense for the person under
par agraph (a) of subsection (4) and such person has not been found liable in a
civil action under section 2520 of this title, the Federal Governnment shall be
entitled to appropriate injunctive relief; and

"(B) if the violation of this chapter is a second or subsequent offense under
par agraph (a) of subsection (4) or such person has been found liable in any prior
civil action under section 2520, the person shall be subject to a mandatory $500
civil fine.

"(b) The court may use any neans within its authority to enforce an injunction
i ssued under paragraph (ii)(A), and shall inpose a civil fine of not |less than $500
for each violation of such an injunction.".

(e) EXCLUSIVITY OF REMEDI ES W TH RESPECT TO ELECTRONI C COMMUNI CATI ONS. -- Section
2518(10) of title 18, United States Code, is anended by adding at the end the
foll owi ng:

"(c) The renedi es and sanctions described in this chapter with respect to the
i nterception of electronic communi cations are the only judicial renmedies and
sanctions for nonconstitutional violations of this chapter involving such
conmuni cati ons. ".

(f) STATE OF M ND. -- Paragraphs (a), (b), (c), and (d) of subsection (1) of
section 2511 of title 18, United States Code, are amended by striking out
"willfully" and inserting in |lieu thereof "intentionally".

(2) Subsection (1) of section 2512 of title 18, United States Code, is anended in
the matter before paragraph (a) by striking out "willfully" and inserting in lieu
thereof "intentionally".

SEC. 102. REQUI REMENTS FOR CERTAI N DI SCLOSURES.

Section 2511 of title 18, United States Code, is anended by adding at the end the
fol | owi ng:

"(3)(a) Except as provided in paragraph (b) of this subsection, a person or
entity providing an el ectronic conmmunication service to the public shall not
intentionally divulge the contents of any conmmunication (other than one to such
person or entity, or an agent thereof) while in transm ssion on that service to any
person or entity other than an addressee or intended recipient of such
comruni cati on or an agent of such addressee or intended recipient.

"(b) A person or entity providing electronic comrunication service to the public
may di vul ge the contents of any such comunication --

"(i) as otherw se authorized in section 2511(2)(a) or 2517 of this title;
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"(ii) with the awful consent of the originator or any addressee or intended
reci pi ent of such comruni cation

"(iii) to a person enployed or authorized, or whose facilities are used, to
forward such comunication to its destination; or

"(iv) which were inadvertently obtained by the service provider and which appear
to pertain to the conmi ssion of a crine, if such divulgence is nmade to a | aw
enf orcenent agency.".

SEC. 103. RECOVERY OF Cl VI L DAMAGES.

Section 2520 of title 18, United States Code, is anended to read as foll ows:

"Section 2520. Recovery of civil damages authorized

"(a) I N GENERAL. -- Except as provided in section 2511(2)(a)(ii), any person
whose wire, oral, or electronic comunication is intercepted, disclosed, or
intentionally used in violation of this chapter may in a civil action recover from
the person or entity which engaged in that violation such relief as nay be
appropriate.

"(b) RELIEF. -- In an action under this section, appropriate relief includes --

"(1) such prelimnary and other equitable or declaratory relief as may be
appropri ate;

"(2) damages under subsection (c) and punitive danmages in appropriate cases; and
"(3) a reasonable attorney's fee and other litigation costs reasonably incurred.

"(c) COWPUTATI ON OF DAMAGES. -- (1) In an action under this section, if the
conduct in violation of this chapter is the private viewing of a private satellite
vi deo conmuni cation that is not scranbled or encrypted or if the conmunication is a
radi o conmuni cation that is transmtted on frequencies allocated under subpart D of
part 74 of the rules of the Federal Conmunications Comr ssion that is not scranbl ed
or encrypted and the conduct is not for a tortious or illegal purpose or for
purposes of direct or indirect commercial advantage or private commercial gain,
then the court shall assess danmges as foll ows:

"(A) If the person who engaged in that conduct has not previously been enjoi ned
under section 2511(5) and has not been found liable in a prior civil action under
this section, the court shall assess the greater of the sum of actual danmges
suffered by the plaintiff, or statutory damages of not |ess than $50 and not nore
t han $500.

"(B) If, on one prior occasion, the person who engaged in that conduct has been
enj oi ned under section 2511(5) or has been found liable in a civil action under
this section, the court shall assess the greater of the sum of actual danmages
suffered by the plaintiff, or statutory damages of not |ess than $100 and not nore
than $1000.
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"(2) In any other action under this section, the court may assess as dammges
whi chever is the greater of --

"(A) the sum of the actual damages suffered by the plaintiff and any profits made
by the violator as a result of the violation; or

"(B) statutory damages of whichever is the greater of $100 a day for each day of
violation or $10, 000.

"(d) DEFENSE. -- A good faith reliance on --

"(1) a court warrant or order, a grand jury subpoena, a legislative
aut horization, or a statutory authorization;

"(2) a request of an investigative or |aw enforcenent officer under section
2518(7) of this title; or

"(3) a good faith determ nation that section 2511(3) of this title pernitted the
conduct conpl ai ned of;

is a conplete defense against any civil or crimnal action brought under this
chapter or any other |aw.

"(e) LIMTATION. -- Acivil action under this section my not be commenced | ater
than two years after the date upon which the claimant first has a reasonabl e
opportunity to discover the violation.".

SEC. 104. CERTAI N APPROVALS BY JUSTI CE DEPARTMENT OFFI Cl ALS.

Section 2516(1) of title 18 of the United States Code is anmended by striking out
"or any Assistant Attorney General" and inserting in lieu thereof "any Assistant
Attorney Ceneral, any acting Assistant Attorney General, or any Deputy Assistant
Attorney Ceneral in the Crimnal Division".

SEC. 105. ADDI TI ON OF OFFENSES TO CRI MES FOR WHI CH | NTERCEPTI ON | S AUTHORI ZED.
(a) WRE AND ORAL | NTERCEPTI ONS. -- Section 2516(1) of title 18 of the United
States Code is anended --
(1) in paragraph (c) --

(A) by inserting "section 751 (relating to escape)," after "wagering
i nformation),";

(B) by striking out "2314" and inserting "2312, 2313, 2314," in lieu thereof;

(C) by inserting the second section 2320 (relating to trafficking in certain
not or vehicles or notor vehicle parts), section 1203 (relating to hostage taking),
section 1029 (relating to fraud and related activity in connection with access
devi ces), section 3146 (relating to penalty for failure to appear), section
3521(b)(3) (relating to witness relocation and assistance), section 32 (relating to
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destruction of aircraft or aircraft facilities)," after "stolen property),";

(D) by inserting "section 1952A (relating to use of interstate conmerce
facilities in the conm ssion of murder for hire) section 1952B (relating to viol ent
crimes in aid of racketeering activity)," after "1952 (interstate and foreign
travel or transportation in aid of racketeering enterprises),";

(E) by inserting ", section 115 (relating to threatening or retaliating agai nst
a Federal official), the section in chapter 65 relating to destruction of an energy
facility, and section 1341 (relating to mail fraud)," after "section 1963
(violations with respect to racketeer influenced and corrupt organizations)"; and

(F) by --

(i) striking out
commm; and

or" before "section 351" and inserting in lieu thereof a

(ii) inserting before the senmi colon at the end thereof the follow ng: ,
section 831 (relating to prohibited transactions involving nuclear materials),
section 33 (relating to destruction of notor vehicles or nmotor vehicle facilities),
or section 1992 (relating to wecking trains)";

(2) by striking out "or" at the end of paragraph (g);

(3) by inserting after paragraph (g) the foll ow ng:

"(h) any felony violation of sections 2511 and 2512 (relating to interception and
di scl osure of certain comunications and to certain intercepting devices) of this
title;

"(i) any violation of section 1679a(c)(2) (relating to destruction

of a natural gas pipeline) or subsection (i) or (n) of section 1472 (relating to
aircraft piracy) of title 49 of the United States Code;

"(j) any crimnal violation of section 2778 of title 22 (relating to the Arms
Export Control Act); "22 USC 2751 note" or";

"(k) the location of any fugitive fromjustice froman offense described in this
secti on;

(4) by redesignating paragraph (h) as paragraph (l); and
(5) in paragraph (a) by --

(A) inserting after "Atom c Energy Act of 1954)," the follow ng: "section 2284
of title 42 of the United States Code (relating to sabotage of nuclear facilities
or fuel),";

(B) striking out "or" after "(relating to treason),"; and

(C) inserting before the sem colon at the end thereof the follow ng: "chapter
65 "18 USC 1361 et seq." (relating to malicious mischief), chapter 111 "18 USC 2271
et seq." (relating to destruction of vessels), or chapter 81 "18 USC 1651 et seq."
(relating to piracy)".
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(b) | NTERCEPTI ON OF ELECTRONI C COVMUNI CATI ONS. -- Section 2516 of title 18 of the
United States Code is anended by adding at the end the foll ow ng:

"(3) Any attorney for the Governnent (as such termis defined for the purposes of
the Federal Rules of Crimnal Procedure) "18 USC app." may authorize an application
to a Federal judge of conpetent jurisdiction for, and such judge may grant, in
conformty with section 2518 of this title, an order authorizing or approving the
i nterception of electronic comuni cations by an investigative or |aw enforcenent
of ficer having responsibility for the investigation of the offense as to which the
application is made, when such interception may provide or has provi ded evi dence of
any Federal felony.".

SEC. 106. APPLI CATI ONS, ORDERS, AND | MPLEMENTATI ON OF ORDERS.

(a) PLACE OF AUTHORI ZED | NTERCEPTI ON. -- Section 2518(3) of title 18 of the
United States Code is anended by inserting "(and outside that jurisdiction but
within the United States in the case of a nobile interception device authorized by
a Federal court within such jurisdiction)" after "within the territoria
jurisdiction of the court in which the judge is sitting".

(b) REI MBURSEMENT FOR ASSI STANCE. -- Section 2518(4) of title 18 of the United
States Code is anended by striking out "at the prevailing rates" and inserting in
lieu thereof "for reasonabl e expenses incurred in providing such facilities or
assi stance".

(c) COMMVENCEMENT OF THI RTY- DAY PERI OD AND POSTPONEMENT OF M NI M ZATI ON. - -
Section 2518(5) of title 18 of the United States Code is anended --

(1) by inserting after the first sentence the followi ng: "Such thirty-day period
begins on the earlier of the day on which the investigative or |aw enforcenent
officer first begins to conduct an interception under the order or ten days after
the order is entered."; and

(2) by adding at the end the following: "In the event the intercepted
comunication is in a code or foreign | anguage, and an expert in that foreign
| anguage or code is not reasonably available during the interception period,
m nim zati on may be acconplished as soon as practicable after such interception. An
i nterception under this chapter may be conducted in whole or in part by Government
personnel, or by an individual operating under a contract with the Governnent,
acting under the supervision of an investigative or |aw enforcenent officer
authorized to conduct the interception.".

(d) ALTERNATI VE TO DESI GNATI NG SPECI FI C FACI LI TI ES FROM WHI CH COMMUNI CATI ONS ARE
TO BE | NTERCEPTED. -- (1) Section 2518(1)(b)(ii) of title 18 of the United States
Code is anended by inserting "except as provided in subsection (11)," before "a
particul ar description”.

(2) Section 2518(3)(d) of title 18 of the United States Code is anended by
i nserting "except as provided in subsection (11)," before "there is".

(3) Section 2518 of title 18 of the United States Code is anmended by addi ng at
the end the follow ng:
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"(11) The requirements of subsection (1)(b)(ii) and (3)(d) of this section
relating to the specification of the facilities fromwhich, or the place where, the
conmuni cation is to be intercepted do not apply if --

"(a) in the case of an application with respect to the interception of an ora
conmuni cation --

"(i) the application is by a Federal investigative or |aw enforcenent officer and
is approved by the Attorney Ceneral, the Deputy Attorney Ceneral, the Associate
Attorney Ceneral, an Assistant Attorney General, or an acting Assistant Attorney
Gener al

"(ii) the application contains a full and conplete statenent as to why such
specification is not practical and identifies the person commtting the offense and
whose conmuni cations are to be intercepted; and

"(iii) the judge finds that such specification is not practical; and

"(b) in the case of an application with respect to a wire or electronic
conmuni cation --

"(i) the application is by a Federal investigative or |aw enforcement officer and
is approved by the Attorney General, the Deputy Attorney General, the Associate
Attorney Ceneral, an Assistant Attorney General, or an acting Assistant Attorney
Gener al

"(ii) the application identifies the person believed to be conmitting the offense
and whose comruni cations are to be intercepted and the applicant nmakes a show ng of
a purpose, on the part of that person, to thwart interception by changing
facilities; and

"(iii) the judge finds that such purpose has been adequately shown.

"(12) An interception of a comunication under an order with respect to which
the requirenments of subsections (1)(b)(ii) and (3)(d) of this section do not apply
by reason of subsection (11) shall not begin until the facilities from which, or
the place where, the comrunication is to be intercepted is ascertained by the
person inplementing the interception order. A provider of wire or electronic
comuni cations service that has received an order as provided for in subsection
(11)( b) may nove the court to nodify or quash the order on the ground that its
assi stance with respect to the interception cannot be performed in a tinely or
reasonabl e fashion. The court, upon notice to the governnment, shall decide such a
notion expeditiously.".

(4) Section 2519(1)(b) of title 18, United States Code, is anmended by inserting
“(including whether or not the order was an order with respect to which the

requi renents of sections 2518(1)(b)(ii) and 2518( 3)(d) of this title did not apply
by reason of section 2518(11) of this title)" after "applied for".

SEC. 107. "18 USC 2510 note" | NTELLI GENCE ACTI VI Tl ES.

(a) IN GENERAL. -- Nothing in this Act or the anendnents nmade by this Act
constitutes authority for the conduct of any intelligence activity.
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(b) CERTAIN ACTI VI TI ES UNDER PROCEDURES APPROVED BY THE ATTORNEY GENERAL. --
Not hi ng in chapter 119 or chapter 121 of title 18, United States Code, "18 USC 2510
et seq."” shall affect the conduct, by officers or enployees of the United States
Government in accordance with other applicable Federal |aw, under procedures
approved by the Attorney General of activities intended to --

(1) intercept encrypted or other official comunications of United States
executive branch entities or United States Governnent contractors for
communi cations security purposes;

(2) intercept radi o comunications transnitted between or anong foreign powers or
agents of a foreign power as defined by the Foreign Intelligence Surveillance Act
of 1978; "50 USC 1801 note" or

(3) access an el ectronic comunication system used exclusively by a foreign power

or agent of a foreign power as defined by the Foreign Intelligence Surveillance Act
of 1978.

SEC. 108. MOBI LE TRACKI NG DEVI CES

(a) IN GENERAL. -- Chapter 205 of title 18, United States Code, is anended by
addi ng at the end the foll ow ng:

"Section 3117. "18 USC 3117" Mobile tracking devices

“(a) IN GENERAL. -- If a court is enpowered to issue a warrant or other order for
the installation of a nobile tracking device, such order may authorize the use of
that device within the jurisdiction of the court, and outside that jurisdiction if
the device is installed in that jurisdiction

"(b) DEFINITION. -- As used in this section, the term'tracking device' neans an
el ectronic or nmechanical device which permts the tracking of the novenent of a

person or object.".

(b) CLERI CAL AMENDMENT. -- The table of contents at the begi nning of chapter 205
of title 18, United States Code, is anmended by adding at the end the foll ow ng:

"3117. Mobile tracking devices.".
SEC. 109. WARNI NG SUBJECT OF SURVEI LLANCE
Section 2232 of title 18, United States Code, is amended --
(1) by inserting "(a) PHYSICAL | NTERFERENCE W TH SEARCH. -- " before "Whoever"

the first place it appears;

(2) by inserting "(b) NOTICE OF SEARCH. -- " before "Woever" the second place it
appears; and

(3) by adding at the end the follow ng:
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"(c) NOTI CE OF CERTAI N ELECTRONI C SURVEI LLANCE. -- \Whoever, having know edge that
a Federal investigative or |aw enforcement officer has been authorized or has
applied for authorization under chapter 119 "18 USC 2510 et seq." to intercept a
wire, oral, or electronic comunication, in order to obstruct, inpede, or prevent
such interception, gives notice or attenpts to give notice of the possible
interception to any person shall be fined under this title or inprisoned not nore
than five years, or both.

"Whoever, having knowl edge that a Federal officer has been authorized or has
applied for authorization to conduct el ectronic surveillance under the Foreign
Intelligence Surveillance Act (50 U . S.C. 1801, et seq.), in order to obstruct,

i npede, or prevent such activity, gives notice or attenpts to give notice of the
possi bl e activity to any person shall be fined under this title or inprisoned not
nmore than five years, or both.".

SEC. 110. | NJUNCTI VE REMEDY

(a) IN GENERAL. -- Chapter 119 of title 18, United States Code, is anended by
adding at the end the follow ng:

"Section 2521. "18 USC 2521" Injunction against illegal interception

"Whenever it shall appear that any person is engaged or is about to engage in any
act which constitutes or will constitute a felony violation of this chapter, the
Attorney Ceneral may initiate a civil action in a district court of the United
States to enjoin such violation. The court shall proceed as soon as practicable to
the hearing and determ nation of such an action, and may, at any tinme before fina
determination, enter such a restraining order or prohibition, or take such other
action, as is warranted to prevent a continuing and substantial injury to the
United States or to any person or class of persons for whose protection the action
is brought. A proceeding under this section is governed by the Federal Rules of
Civil Procedure, "28 USC app." except that, if an indictment has been returned
agai nst the respondent, discovery is governed by the Federal Rules of Crimna
Procedure.". "18 USC app."

(b) CLERI CAL AMENDMENT. -- The table of sections at the beginning of chapter 119
of title 18, United States Code, is anended by adding at the end thereof the
fol | owi ng:

"2521. Injunction against illegal interception.".

SEC. 111. "18 USC 2510 note" EFFECTI VE DATE

(a) I N GENERAL. -- Except as provided in subsection (b) or (c), this title and
t he amendnents made by this title shall take effect 90 days after the date of the
enactment of this Act and shall, in the case of conduct pursuant to a court order

or extension, apply only with respect to court orders or extensions made after this
title takes effect.

(b) SPECI AL RULE FOR STATE AUTHORI ZATI ONS OF | NTERCEPTIONS. -- Any interception

pursuant to section 2516(2) of title 18 of the United States Code which woul d be
valid and [ awful without regard to the amendnents nade by this title shall be valid
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and | awful notwi thstandi ng such amendnments if such interception occurs during the
peri od begi nning on the date such amendnents take effect and ending on the earlier
of --

(1) the day before the date of the taking effect of State | aw conform ng the
applicable State statute with chapter 119 of title 18, United States Code, "18 USC
2510 et seq." as so anended; or

(2) the date two years after the date of the enactnment of this Act.

(c) EFFECTI VE DATE FOR CERTAI N APPROVALS BY JUSTI CE DEPARTMENT OFFI Cl ALS. --
Section 104 of this Act shall take effect on the date of enactnent of this Act.

TITLE I'l -- STORED W RE AND ELECTRONI C COVMUNI CATI ONS AND TRANSACTI ONAL RECORDS
ACCESS

SEC. 201. TITLE 18 AMENDMENT.
Title 18, United States Code, is anmended by inserting after chapter 119 the
fol | owi ng:

"CHAPTER 121 -- STORED W RE AND ELECTRONI C COVMUNI CATI ONS AND TRANSACTI ONAL
RECORDS ACCESS

" Sec.
"2701. Unl awmful access to stored comuni cati ons.
"2702. Disclosure of contents.
"2703. Requirenents for governmental access.
"2704. Backup preservation.
"2705. Del ayed noti ce.
"2706. Cost reinbursement.
"2707. Civil action.
"2708. Exclusivity of renedies.
"2709. Counterintelligence access to telephone toll and transactional records.
"2710. Definitions.
"Section 2701. "18 USC 2701" Unl awful access to stored conmuni cati ons
"(a) OFFENSE. -- Except as provided in subsection (c) of this section whoever --

"(1) intentionally accesses without authorization a facility through which an
el ectroni c conmuni cation service is provided; or

"(2) intentionally exceeds an authorization to access that facility;
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and thereby obtains, alters, or prevents authorized access to a wire or electronic
comuni cation while it is in electronic storage in such system shall be punished as
provi ded in subsection (b) of this section

"(b) PUNI SHVENT. -- The punishnent for an of fense under subsection (a) of this
section is --

"(1) if the offense is committed for purposes of conmercial advantage, nalicious
destruction or damage, or private commercial gain --

"(A) a fine of not nore than $250, 000 or inprisonnment for not nore than one
year, or both, in the case of a first offense under this subparagraph; and

"(B) a fine under this title or inprisonment for not nore than two years, or
both, for any subsequent offense under this subparagraph; and

"(2) a fine of not nore than $5,000 or inprisonnent for not nmore than six nonths,
or both, in any other case.

"(c) EXCEPTIONS. -- Subsection (a) of this section does not apply with respect to
conduct authorized --

"(1) by the person or entity providing a wire or electronic comrunications
servi ce;

"(2) by a user of that service with respect to a conmunication of or intended for
t hat user; or

"(3) in section 2703, 2704 or 2518 of this title.
"Section 2702. "18 USC 2702" Disclosure of contents

"(a) PROHI BITIONS. -- Except as provided in subsection (b) --

"(1) a person or entity providing an el ectronic comunication service to the
public shall not know ngly divulge to any person or entity the contents of a
conmuni cation while in electronic storage by that service; and

"(2) a person or entity providing renote conputing service to the public shal
not knowi ngly divulge to any person or entity the contents of any commruni cation
which is carried or maintained on that service --

"(A) on behalf of, and received by nmeans of electronic transm ssion from (or
created by neans of conputer processing of conmmunications received by neans of
el ectronic transm ssion from, a subscriber or customer of such service; and

"(B) solely for the purpose of providing storage or conputer processing services
to such subscriber or custoner, if the provider is not authorized to access the
contents of any such communi cati ons for purposes of providing any services other
than storage or conputer processing.

"(b) EXCEPTIONS. -- A person or entity may divulge the contents of a
conmuni cation --

"(1) to an addressee or intended recipient of such comunication or an agent of
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such addressee or intended recipient;

"(2) as otherw se authorized in section 2516, 2511(2)(a), or 2703 of this title;
"18 USC 2516, 2511; infra"

"(3) with the lawful consent of the originator or an addressee or intended
reci pient of such comunication, or the subscriber in the case of renpte conputing
servi ce;

"(4) to a person enployed or authorized or whose facilities are used to forward
such comuni cation to its destination

"(5) as may be necessarily incident to the rendition of the service or to the
protection of the rights or property of the provider of that service; or

"(6) to a |law enforcenment agency, if such contents --
"(A) were inadvertently obtained by the service provider; and
"(B) appear to pertain to the comm ssion of a crine.

"Section 2703. "18 USC 2703" Requirements for governnmental access

"(a) CONTENTS OF ELECTRONI C COVMUNI CATI ONS I N ELECTRONI C STORAGE. -- A
governnental entity may require the disclosure by a provider of electronic
conmuni cati on service of the contents of an electronic comunication, that is in
el ectronic storage in an el ectronic conmmuni cati ons system for one hundred and
ei ghty days or less, only pursuant to a warrant issued under the Federal Rules of
Crimnal Procedure "18 USC app." or equivalent State warrant. A governnental entity
may require the disclosure by a provider of electronic conmunications services of
the contents of an el ectronic conmunication that has been in electronic storage in
an el ectronic communi cati ons system for nore than one hundred and ei ghty days by
the neans avail abl e under subsection (b) of this section

"(b) CONTENTS OF ELECTRONI C COMMUNI CATIONS I N A REMOTE COVPUTI NG SERVICE. -- (1)
A governnental entity may require a provider of renpte conputing service to
di scl ose the contents of any electronic comunication to which this paragraph is
made applicabl e by paragraph (2) of this subsection --

"(A) without required notice to the subscriber or customer, if the governnental
entity obtains a warrant issued under the Federal Rules of Crimnal Procedure "18
USC app." or equivalent State warrant; or

"(B) with prior notice fromthe governnmental entity to the subscriber or custoner
if the governnental entity --

"(i) uses an administrative subpoena authorized by a Federal or State statute or
a Federal or State grand jury subpoena; or

"(ii) obtains a court order for such disclosure under subsection (d) of this
section; except that delayed notice nmay be given pursuant to section 2705 of this
title.

"(2) Paragraph (1) is applicable with respect to any el ectronic comrunication
that is held or nmintained on that service --
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"(A) on behalf of, and received by nmeans of electronic transm ssion from (or
created by neans of conputer processing of conmmunications received by neans of
el ectronic transmi ssion from, a subscriber or customer of such renote conputing
service; and

"(B) solely for the purpose of providing storage or conputer processing services
to such subscriber or custoner, if the provider is not authorized to access the
contents of any such communications for purposes of providing any services other
t han storage or conputer processing.

"(c) RECORDS CONCERNI NG ELECTRONI C COMMUNI CATI ON SERVI CE OR REMOTE COWPUTI NG
SERVICE. -- (1)(A) Except as provided in subparagraph (B), a provider of electronic
comuni cation service or renote conmputing service may disclose a record or other
information pertaining to a subscriber to or custonmer of such service (not
i ncludi ng the contents of comrunications covered by subsection (a) or (b) of this
section) to any person other than a governmental entity.

"(B) A provider of electronic conmunication service or renpte conputing service
shall disclose a record or other information pertaining to a subscriber to or
custoner of such service (not including the contents of comrunications covered by
subsection (a) or (b) of this section) to a governnental entity only when the
governnental entity --

"(i) uses an adm nistrative subpoena authorized by a Federal or State statute,
or a Federal or State grand jury subpoena;

"(ii) obtains a warrant issued under the Federal Rules of Criminal Procedure or
equi val ent State warrant;

"(iii) obtains a court order for such disclosure under subsection (d) of this
section; or

"(iv) has the consent of the subscriber or custoner to such disclosure.

"(2) A governnmental entity receiving records or information under this
subsection is not required to provide notice to a subscriber or custoner.

"(d) REQUI REMENTS FOR COURT ORDER. -- A court order for disclosure under
subsection (b) or (c) of this section shall issue only if the governnental entity
shows that there is reason to believe the contents of a wire or electronic
comruni cation, or the records or other information sought, are relevant to a
legitimate | aw enforcenment inquiry. In the case of a State governnental authority,
such a court order shall not issue if prohibited by the | aw of such State. A court
i ssuing an order pursuant to this section, on a notion nade pronptly by the service
provi der, may quash or nodify such order, if the information or records requested
are unusually volum nous in nature or conpliance with such order otherw se woul d
cause an undue burden on such provider

"(e) NO CAUSE OF ACTI ON AGAI NST A PROVI DER DI SCLOSI NG | NFORMATI ON UNDER THI S
CHAPTER. -- No cause of action shall lie in any court against any provider of wre
or electronic communication service, its officers, enployees, agents, or other
speci fied persons for providing information, facilities, or assistance in
accordance with the terns of a court order, warrant, subpoena, or certification
under this chapter

"Section 2704. "18 USC 2704" Backup preservation
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"(a) BACKUP PRESERVATION. -- (1) A governnental entity acting under section
2703(b)(2) may include in its subpoena or court order a requirenent that the
service provider to whomthe request is directed create a backup copy of the
contents of the el ectronic conmunications sought in order to preserve those
communi cations. Wthout notifying the subscriber or customer of such subpoena or
court order, such service provider shall create such backup copy as soon as
practicable consistent with its regular business practices and shall confirmto the
governmental entity that such backup copy has been nade. Such backup copy shall be
created within two business days after receipt by the service provider of the
subpoena or court order.

"(2) Notice to the subscriber or custoner shall be nade by the governnmenta
entity within three days after recei pt of such confirmation, unless such notice is
del ayed pursuant to section 2705( a).

"(3) The service provider shall not destroy such backup copy until the |ater of -

"(A) the delivery of the information; or

"(B) the resolution of any proceedi ngs (including appeals of any proceeding)
concerning the government's subpoena or court order

"(4) The service provider shall release such backup copy to the requesting
governnmental entity no sooner than fourteen days after the governmental entity's
notice to the subscriber or custonmer if such service provider --

"(A) has not received notice fromthe subscriber or customer that the subscriber
or customer has chal |l enged the governmental entity's request; and

"(B) has not initiated proceedings to challenge the request of the governnental
entity.

"(5) A governnmental entity may seek to require the creation of a backup copy
under subsection (a)(1l) of this section if in its sole discretion such entity
determ nes that there is reason to believe that notification under section 2703 of
this title of the existence of the subpoena or court order may result in
destruction of or tanpering with evidence. This determi nation is not subject to
chal  enge by the subscriber or customer or service provider

"(b) CUSTOVER CHALLENGES. -- (1) Wthin fourteen days after notice by the
governnental entity to the subscriber or custoner under subsection (a)(2) of this
section, such subscriber or custoner may file a nmotion to quash such subpoena or
vacate such court order, with copies served upon the governnmental entity and with
witten notice of such challenge to the service provider. A notion to vacate a
court order shall be filed in the court which issued such order. A notion to quash
a subpoena shall be filed in the appropriate United States district court or State
court. Such notion or application shall contain an affidavit or sworn statenment --

"(A) stating that the applicant is a custonmer or subscriber to the service from
which the contents of electronic conmunications maintained for himhave been
sought; and

"(B) stating the applicant's reasons for believing that the records sought are
not relevant to a legitimte |aw enforcenent inquiry or that there has not been
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substantial conpliance with the provisions of this chapter in sone other respect.

"(2) Service shall be made under this section upon a governnental entity by
delivering or mailing by registered or certified mail a copy of the papers to the
person, office, or departnent specified in the notice which the custoner has
recei ved pursuant to this chapter. For the purposes of this section, the term
"delivery' has the meaning given that termin the Federal Rules of Civil Procedure.
"28 USC app."

"(3) If the court finds that the custoner has conplied wth paragraphs (1) and
(2) of this subsection, the court shall order the governnental entity to file a
sworn response, which may be filed in canera if the governnental entity includes in
its response the reasons which make in camera review appropriate. If the court is
unabl e to deternine the notion or application on the basis of the parties' initia
al | egations and response, the court may conduct such additional proceedings as it
deens appropriate. Al such proceedings shall be conpleted and the notion or
application decided as soon as practicable after the filing of the governnenta
entity's response.

"(4) If the court finds that the applicant is not the subscriber or custonmer for
whom t he communi cati ons sought by the governnental entity are maintai ned, or that
there is a reason to believe that the I aw enforcement inquiry is legitimte and
that the conmmuni cati ons sought are relevant to that inquiry, it shall deny the
notion or application and order such process enforced. If the court finds that the
applicant is the subscriber or custoner for whomthe conmunications sought by the
governnmental entity are maintained, and that there is not a reason to believe that
t he comruni cati ons sought are relevant to a legitimte | aw enforcenent inquiry, or
that there has not been substantial conpliance with the provisions of this chapter
it shall order the process quashed.

"(5) A court order denying a notion or application under this section shall not
be deenmed a final order and no interlocutory appeal nay be taken therefrom by the
cust omer .

"Section 2705. "18 USC 2705" Del ayed notice

"(a) DELAY OF NOTIFICATION. -- (1) A governnental entity acting under section
2703(b) of this title my --

"(A) where a court order is sought, include in the application a request, which
the court shall grant, for an order delaying the notification required under
section 2703(b) of this title for a period not to exceed ninety days, if the court
determ nes that there is reason to believe that notification of the existence of
the court order nay have an adverse result described in paragraph (2) of this
subsection; or

"(B) where an adm nistrative subpoena authorized by a Federal or State statute or
a Federal or State grand jury subpoena is obtained, delay the notification required
under section 2703(b) of this title for a period not to exceed ninety days upon the
execution of a witten certification of a supervisory official that there is reason
to believe that notification of the existence of the subpoena nmay have an adverse
result described in paragraph (2) of this subsection

"(2) An adverse result for the purposes of paragraph (1) of this subsection is --
"(A) endangering the life or physical safety of an individual
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"(B) flight from prosecution;
"(C) destruction of or tanpering with evidence;
"(D) intimdation of potential w tnesses; or

"(E) otherwi se seriously jeopardizing an investigation or unduly delaying a
trial

"(3) The governmental entity shall maintain a true copy of certification under
par agraph (1) (B).

"(4) Extensions of the delay of notification provided in section 2703 of up to
ni nety days each nmay be granted by the court upon application, or by certification
by a governnental entity, but only in accordance with subsection (b) of this
secti on.

"(5) Upon expiration of the period of delay of notification under paragraph (1)
or (4) of this subsection, the governnmental entity shall serve upon, or deliver by
regi stered or first-class mail to, the custoner or subscriber a copy of the process
or request together with notice that --

"(A) states with reasonable specificity the nature of the | aw enforcenent
i nquiry; and

"(B) informs such customer or subscriber --

"(i) that information maintained for such custoner or subscriber by the service
provi der nanmed in such process or request was supplied to or requested by that
governnmental authority and the date on which the supplying or request took place;

"(ii) that notification of such customer or subscriber was del ayed;

"(iii) what governnental entity or court nmade the certification or determ nation
pursuant to which that delay was nade; and

"(iv) which provision of this chapter allowed such del ay.

"(6) As used in this subsection, the term'supervisory official' neans the
i nvestigative agent in charge or assistant investigative agent in charge or an
equi val ent of an investigating agency's headquarters or regional office, or the
chief prosecuting attorney or the first assistant prosecuting attorney or an
equi val ent of a prosecuting attorney's headquarters or regional office.

"(b) PRECLUSI ON OF NOTICE TO SUBJECT OF GOVERNMENTAL ACCESS. -- A governmenta
entity acting under section 2703, when it is not required to notify the subscriber
or custonmer under section 2703(b)(1), or to the extent that it may delay such
noti ce pursuant to subsection (a) of this section, may apply to a court for an
order commandi ng a provi der of electronic communi cations service or renote
conputing service to whom a warrant, subpoena, or court order is directed, for such
period as the court deens appropriate, not to notify any other person of the
exi stence of the warrant, subpoena, or court order. The court shall enter such an
order if it determines that there is reason to believe that notification of the
exi stence of the warrant, subpoena, or court order will result in --
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"(1) endangering the life or physical safety of an individual
"(2) flight from prosecution

"(3) destruction of or tanpering with evidence;

"(4) intimdation of potential w tnesses; or

"(5) otherwi se seriously jeopardizing an investigation or unduly delaying a
trial

"Section 2706. "18 USC 2706" Cost rei nbursenment

"(a) PAYMENT. -- Except as otherw se provided in subsection (c), a governnental
entity obtaining the contents of comrunications, records, or other information
under section 2702, 2703, or 2704 of this title shall pay to the person or entity
assenbling or providing such information a fee for reinbursenent for such costs as
are reasonably necessary and which have been directly incurred in searching for
assenbl i ng, reproducing, or otherw se providing such information. Such reinbursable
costs shall include any costs due to necessary disruption of normal operations of
any el ectronic conmmuni cation service or renpote conputing service in which such
i nformati on may be stored.

"(b) AMOUNT. -- The ampunt of the fee provided by subsection (a) shall be as
nmutual |y agreed by the governnmental entity and the person or entity providing the
information, or, in the absence of agreenent, shall be as deternined by the court
whi ch issued the order for production of such information (or the court before
which a crimnal prosecution relating to such information would be brought, if no
court order was issued for production of the information).

"(c) The requirenent of subsection (a) of this section does not apply with
respect to records or other information maintained by a conmuni cati ons conmon
carrier that relate to tel ephone toll records and tel ephone listings obtai ned under
section 2703 of this title. The court nmmy, however, order a paynent as described in
subsection (a) if the court determines the information required is unusually
vol umi nous in nature or otherw se caused an undue burden on the provider

"Section 2707. Civil action

"(a) CAUSE OF ACTION. -- Except as provided in section 2703(e), any provider of
el ectroni ¢ communi cati on service, subscriber, or customer aggrieved by any
violation of this chapter in which the conduct constituting the violation is
engaged in with a knowing or intentional state of mind nmay, in a civil action
recover fromthe person or entity which engaged in that violation such relief as
may be appropriate.

"(b) RELIEF. -- In a civil action under this section, appropriate relief includes

"(1) such prelimnary and other equitable or declaratory relief as nmmy be
appropri ate;

"(2) damages under subsection (c); and

"(3) a reasonable attorney's fee and other litigation costs reasonably incurred.
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"(c) DAMAGES. -- The court may assess as dammges in a civil action under this
section the sum of the actual danmages suffered by the plaintiff and any profits
made by the violator as a result of the violation, but in no case shall a person
entitled to recover receive |l ess than the sum of $1,000.

(d) DEFENSE. -- A good faith reliance on --

"(1) a court warrant or order, a grand jury subpoena, a legislative
aut horization, or a statutory authorization;

"(2) a request of an investigative or |aw enforcenent officer under section
2518(7) of this title; or

"(3) a good faith determ nation that section 2511(3) of this title permtted the
conduct conpl ai ned of;

is a conplete defense to any civil or crimnal action brought under this chapter or
any ot her |aw.

"(e) LIMTATION. -- Acivil action under this section may not be conmenced | ater
than two years after the date upon which the claimant first discovered or had a
reasonabl e opportunity to discover the violation.

"Section 2708. "18 USC 2708" Exclusivity of remedies

"The renedi es and sanctions described in this chapter are the only judicia
renmedi es and sanctions for nonconstitutional violations of this chapter

"Section 2709. "18 USC 2709" Counterintelligence access to tel ephone toll and
transactional records

"(a) DUTY TO PROVIDE. -- A wire or electronic communication service provider
shall conply with a request for subscriber information and toll billing records
i nformati on, or electronic comuni cation transactional records in its custody or
possessi on made by the Director of the Federal Bureau of Investigation under
subsection (b) of this section.

"(b) REQUI RED CERTI FI CATION. -- The Director of the Federal Bureau of
I nvestigation (or an individual within the Federal Bureau of Investigation
designated for this purpose by the Director) may request any such information and
records if the Director (or the Director's designee) certifies in witing to the
wire or electronic comrunication service provider to which the request is nmde that

"(1) the information sought is relevant to an authorized foreign
counterintelligence investigation; and

"(2) there are specific and articul able facts giving reason to believe that the
person or entity to whomthe information sought pertains is a foreign power or an
agent of a foreign power as defined in section 101 of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801).

"(c) PROHI BI TION OF CERTAIN DI SCLOSURE. -- No wire or electronic comunication
service provider, or officer, enployee, or agent thereof, shall disclose to any
person that the Federal Bureau of Investigation has sought or obtained access to
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information or records under this section

"(d) DI SSEM NATI ON BY BUREAU. -- The Federal Bureau of Investigation my
di ssem nate information and records obtai ned under this section only as provided in
gui del i nes approved by the Attorney Ceneral for foreign intelligence collection and
foreign counterintelligence investigations conducted by the Federal Bureau of
I nvestigation, and, with respect to dissenm nation to an agency of the United
States, only if such information is clearly relevant to the authorized
responsi bilities of such agency.

"(e) REQUI REMENT THAT CERTAI N CONGRESSI ONAL BODI ES BE | NFORMED. -- On a
sem annual basis the Director of the Federal Bureau of Investigation shall fully
i nform the Permanent Sel ect Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence of the Senate concerni ng
all requests made under subsection (b) of this section.

"Section 2710. "18 USC 2710" Definitions for chapter

"As used in this chapter --

"(1) the terns defined in section 2510 of this title have, respectively, the
definitions given such terms in that section; and

"(2) the term'renpte conputing service' neans the provision to the public of
conput er storage or processing services by neans of an el ectronic comrunications
system ".

(b) CLERI CAL AMENDMENT. -- The table of chapters at the beginning of part | of
title 18, United States Code, is amended by adding at the end the foll ow ng:

"121. Stored Wre and El ectroni ¢ Conmuni cati ons and Transacti onal Records Access
.......... 2701".

SEC. 202. "18 USC 2701 note" EFFECTI VE DATE

This title and the anendnments made by this title shall take effect ninety days
after the date of the enactnment of this Act and shall, in the case of conduct
pursuant to a court order or extension, apply only with respect to court orders or
extensi ons made after this title takes effect.

TITLE 11l -- PEN REG STERS AND TRAP AND TRACE DEVI CES
SEC. 301. TITLE 18 AMENDMENT.

(a) IN GENERAL. -- Title 18 of the United States Code is anmended by inserting

after chapter 205 the followi ng new chapter
"CHAPTER 206 -- PEN REGQ STERS AND TRAP AND TRACE DEVI CES
" Sec.

"3121. General prohibition on pen register and trap and trace device use;
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exception.
"3122. Application for an order for a pen register or a trap and trace device.
"3123. Issuance of an order for a pen register or a trap or trace device.

"3124. Assistance in installation and use of a pen register or a trap and trace
devi ce.

"3125. Reports concerning pen registers and trap and trace devices.
"3126. Definitions for chapter

"Section 3121. "18 USC 3121" General prohibition on pen register and trap and
trace device use; exception

“(a) IN GENERAL. -- Except as provided in this section, no person nay install or
use a pen register or a trap and trace device without first obtaining a court order
under section 3123 of this title or under the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1801 et seq.).

"(b) EXCEPTION. -- The prohibition of subsection (a) does not apply with respect
to the use of a pen register or a trap and trace device by a provider of electronic
or wire conmunication service --

"(1) relating to the operation, nmintenance, and testing of a wire or electronic
comuni cation service or to the protection of the rights or property of such
provider, or to the protection of users of that service from abuse of service or
unl awf ul use of service; or

"(2) to record the fact that a wire or electronic conmunication was initiated or
conpleted in order to protect such provider, another provider furnishing service
toward the conpletion of the wire communi cation, or a user of that service, from
fraudul ent, unlawful or abusive use of service; or (3) where the consent of the
user of that service has been obtai ned.

"(c) PENALTY. -- Whoever knowi ngly violates subsection (a) shall be fined under
this title or inprisoned not nore than one year, or both.

"Section 3122. "18 USC 3122" Application for an order for a pen register or a trap
and trace device

"(a) APPLICATION. -- (1) An attorney for the Governnent may nake application for
an order or an extension of an order under section 3123 of this title authorizing
or approving the installation and use of a pen register or a trap and trace device
under this chapter, in witing under oath or equivalent affirmation, to a court of
conmpetent jurisdiction

"(2) Unless prohibited by State law, a State investigative or |aw enforcenent
of ficer may make application for an order or an extension of an order under section
3123 of this title authorizing or approving the installation and use of a pen
register or a trap and trace device under this chapter, in witing under oath or
equivalent affirmation, to a court of conpetent jurisdiction of such State.

"(b) CONTENTS OF APPLI CATION. -- An application under subsection (a) of this
section shall include --

Copr. © West 2002 No Claim to Orig. U.S. Govt. Works



PL 99-508, 1986 HR 4952 Page 27
PL 99-508, October 21, 1986, 100 Stat 1848
(Publication page references are not available for this document.)

"(1) the identity of the attorney for the Government or the State | aw enforcenent
or investigative officer making the application and the identity of the | aw
enf orcenent agency conducting the investigation; and

"(2) a certification by the applicant that the information likely to be obtained
is relevant to an ongoing criminal investigation being conducted by that agency.

"Section 3123. Issuance of an order for a pen register or a trap and trace device

"(a) I N GENERAL. -- Upon an application nmade under section 3122 of this title,
the court shall enter an ex parte order authorizing the installation and use of a
pen register or a trap and trace device within the jurisdiction of the court if the
court finds that the attorney for the Governnent or the State | aw enforcenent or
i nvestigative officer has certified to the court that the information likely to be
obtai ned by such installation and use is relevant to an ongoing cri m nal
i nvestigation.

"(b) CONTENTS OF ORDER. -- An order issued under this section --
"(1) shall specify --

"(A) the identity, if known, of the person to whomis |leased or in whose nanme is
listed the tel ephone Iine to which the pen register or trap and trace device is to
be attached;

"(B) the identity, if known, of the person who is the subject of the crim nal
i nvestigation;

"(C) the nunmber and, if known, physical |ocation of the telephone line to which
the pen register or trap and trace device is to be attached and, in the case of a
trap and trace device, the geographic limts of the trap and trace order; and

"(D) a statenment of the offense to which the information likely to be obtained
by the pen register or trap and trace device relates; and

"(2) shall direct, upon the request of the applicant, the furnishing of
information, facilities, and technical assistance necessary to acconplish the
installation of the pen register or trap and trace device under section 3124 of
this title.

"(c) TIME PERI OD AND EXTENSI ONS. -- (1) An order issued under this section shall
authorize the installation and use of a pen register or a trap and trace device for
a period not to exceed sixty days.

"(2) Extensions of such an order may be granted, but only upon an application for
an order under section 3122 of this title and upon the judicial finding required by
subsection (a) of this section. The period of extension shall be for a period not
to exceed sixty days.

(d) NONDI SCLOSURE OF EXI STENCE OF PEN REG STER OR A TRAP AND TRACE DEVICE. -- An
order authorizing or approving the installation and use of a pen register or a trap
and trace device shall direct that --

"(1) the order be sealed until otherw se ordered by the court; and
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"(2) the person owning or leasing the line to which the pen register or a trap
and trace device is attached, or who has been ordered by the court to provide
assistance to the applicant, not disclose the existence of the pen register or trap
and trace device or the existence of the investigation to the listed subscriber, or
to any ot her person, unless or until otherw se ordered by the court.

"Section 3124. "18 USC 3124" Assistance in installation and use of a pen register
or a trap and trace device.

"(a) PEN REG STERS. -- Upon the request of an attorney for the Government or an
of ficer of a | aw enforcenent agency authorized to install and use a pen register
under this chapter, a provider of wire or electronic conmunication service,

I andl ord, custodian, or other person shall furnish such investigative or |aw
enforcenment officer forthwith all information, facilities, and technical assistance
necessary to acconplish the installation of the pen register unobtrusively and with
a mninmumof interference with the services that the person so ordered by the court
accords the party with respect to whomthe installation and use is to take place,

if such assistance is directed by a court order as provided in section 3123(b)(2)
of this title.

"(b) TRAP AND TRACE DEVI CE. -- Upon the request of an attorney for the CGovernnent
or an officer of a |aw enforcenent agency authorized to receive the results of a
trap and trace device under this chapter, a provider of a wire or electronic
communi cation service, |landlord, custodian, or other person shall install such
device forthwith on the appropriate line and shall furnish such investigative or
| aw enforcement officer all additional information, facilities and technica
assi stance including installation and operation of the device unobtrusively and
with a mninmum of interference with the services that the person so ordered by the
court accords the party with respect to whomthe installation and use is to take
pl ace, if such installation and assistance is directed by a court order as provided
in section 3123(b)(2) of this title. Unless otherwi se ordered by the court, the
results of the trap and trace device shall be furnished to the officer of a | aw
enforcenent agency, designated in the court, at reasonable intervals during regul ar
busi ness hours for the duration of the order.

"(c) COVPENSATION. -- A provider of a wire or electronic conmuni cation service,
| andl ord, custodian, or other person who furnishes facilities or technica
assi stance pursuant to this section shall be reasonably conpensated for such
reasonabl e expenses incurred in providing such facilities and assi stance.

"(d) NO CAUSE OF ACTI ON AGAI NST A PROVI DER DI SCLOSI NG | NFORMATI ON UNDER THI S
CHAPTER. -- No cause of action shall lie in any court against any provider of a
wire or electronic comrunication service, its officers, enployees, agents, or other
speci fied persons for providing information, facilities, or assistance in
accordance with the terns of a court order under this chapter

"(e) DEFENSE. -- A good faith reliance on a court order, a legislative
aut horization, or a statutory authorization is a conplete defense agai nst any civi
or crimnal action brought under this chapter or any other |aw.

"Section 3125. "18 USC 3125" Reports concerning pen registers and trap and trace
devi ces

"The Attorney Ceneral shall annually report to Congress on the nunber of pen
regi ster orders and orders for trap and trace devices applied for by |aw
enf orcenent agenci es of the Departnment of Justice.
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"Section 3126. Definitions for chapter
"As used in this chapter --

"(1) the terms "wire communication', 'electronic conmunication', and 'electronic
communi cation service' have the neanings set forth for such terns in section 2510
of this title;

"(2) the term'court of conpetent jurisdiction nmeans --

"(A) a district court of the United States (including a magistrate of such a
court) or a United States Court of Appeals; or

"(B) a court of general crimnal jurisdiction of a State authorized by the | aw
of that State to enter orders authorizing the use of a pen register or a trap and
trace device;

"(3) the term'pen register' means a device which records or decodes el ectronic
or other inpulses which identify the nunbers dialed or otherwise transmtted on the
tel ephone line to which such device is attached, but such term does not include any
device used by a provider or customer of a wire or electronic conmunication service
for billing, or recording as an incident to billing, for conmmunications services
provi ded by such provider or any device used by a provider or custoner of a wire
communi cation service for cost accounting or other |ike purposes in the ordinary
course of its business;

"(4) the term'trap and trace device' neans a device which captures the inconing

el ectronic or other inmpulses which identify the originating nunber of an instrunent
or device fromwhich a wire or electronic communi cation was transmtted;

"(5) the term'attorney for the Governnent' has the neaning given such termfor
the purposes of the Federal Rules of Crimnal Procedure; and

"(6) the term'State' neans a State, the District of Colunbia, Puerto Rico, and
any ot her possession or territory of the United States.".

(b) CLERI CAL AMENDMENT. -- The table of chapters for part Il of title 18 of the
United States Code is amended by inserting after the itemrelating to chapter 205
the followi ng newitem

"206. Pen Registers and Trap and Trace Devices ........ 3121".

SEC. 302. "18 USC 3121 note" EFFECTI VE DATE

(a) I N GENERAL. -- Except as provided in subsection (b), this title and the
amendments nmade by this title shall take effect ninety days after the date of the
enactment of this Act and shall, in the case of conduct pursuant to a court order

or extension, apply only with respect to court orders or extensions nmade after this
title takes effect.

(b) SPECI AL RULE FOR STATE AUTHORI ZATI ONS OF | NTERCEPTI ONS. -- Any pen register
or trap and trace device order or installation which would be valid and | awf ul
wi t hout regard to the anendnents made by this title shall be valid and | awf ul
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notwi t hst andi ng such anmendnents if such order or installation occurs during the
peri od begi nning on the date such amendnents take effect and ending on the earlier
of --

(1) the day before the date of the taking effect of changes in State |aw required
in order to make orders or installations under Federal |aw as anended by this
title; or

(2) the date two years after the date of the enactnment of this Act.
SEC. 303. | NTERFERENCE W TH THE OPERATI ON OF A SATELLI TE
(a) OFFENSE. -- Chapter 65 of title 18, United States Code, is anended by
inserting at the end the foll ow ng:
"Section 1367. "18 USC 1367" Interference with the operation of a satellite
"(a) Whoever, without the authority of the satellite operator, intentionally or
mal i ciously interferes with the authorized operation of a conmunications or weather
satellite or obstructs or hinders any satellite transm ssion shall be fined in
accordance with this title or inprisoned not nore than ten years or both.
"(b) This section does not prohibit any lawfully authorized investigative,
protective, or intelligence activity of a | aw enforcenent agency or of an

intelligence agency of the United States."

(b) CONFORM NG AMENDMENT. -- The table of sections for chapter 65 of title 18,
United States Code, is anmended by adding at the end the followi ng newitem

"1367. Interference with the operation of a satellite.".

Approved Cctober 21, 1986.
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